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Smishing Detection Using Attention—based Aspect Extraction
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2 d20Ms ADA 22X X 229 52 =01J] fdl 54 S0 (Aspect keyword)E F=Eole=
ABAE(Attention—-based Aspect Extraction) JI2S XNEotALCt. ABAE S22 Sol A0A 2BE =4
E0E F=&0ot1 018 S&(Feature)22 20 5JtAl J|HEs RS S40t0! A0 22X EX ZUE
EOISHCE. Ol =2 0ME= ABAE 220N =6t 4 E0HE SE2=2 AMESH ADA Xl 220 QX
22 Non-ABAE A04&l EX 24 2t9| K208t X010t U=Xl ERIGt DX HCH 1 20 X LLUM
B2 = (Precision)dt 2A56tH =YD NS S(Recall), F1-Score, AUC, MCCIt SFAIRICH ABAEL

Non—-ABAE A0|4& X 2 2t A5 HEIF glUs 212 ARIIEZ Wilcoxon Signed-Rank TestE
El

[e=)
JHAUCH O 2t ABAESE &8st A0la X 220 FZEE Ms ANEUHAN SHELZ |20/8 &=

1.A 8 URL, OIIY S 0l S&= JIEtetH A0lalS X6t

fas UL

rr

ADlA(Smishing) [1]2 “SXHHIAIXIQE TIAlS] 882 He, Ruidan, et al.2 ABAE 2g HH3[3]E 3L
ofd o F=AD ZEE SHHE 2XH(SMS)E U2 S UM FHAHL S22 ot 54 EHE F&ole
208 &4 B2 EXotEE REol0 23838 S2 HIXE st& 2EZ2 MAIGHCH ABAEE=E JI=2 HIXE
E&Fole AE ADI=Y"ES AHSICH AOA OE StE2 Sl 542 =& DA HEZ2 ZB2dl =2
SE[1]2 XQl AME!, Sl AFE, 22012 AR, ASIHE CoherenceE 2 F=RULCH.

01, JIEIRECZ & 6IIK ESF52 2=} Bl E, 23, 0IZEEE |0I28 28 2IFs2 54

JlE o[22l ADlA B2 248 [ S0l Blx 202 =8t AP[4]12 O ABAE 2ES Sl ¢2
£ J|IELZ stlie stHEO0l UCH 0l =SLoHAILt E=HOZ Z2IEE 2FIMD UE DYSBC ABAEI £2
A= SEOHN 2= HHE Dotk 2= JS0| Ut ds2 Zelie A2 ASUCHL
ABAE[3]= HOIE =20 M2tA ZXXIot A E5H|00 Mishra, S. and Devpriya S.2 URLS =0Q! Hlw &
LS 0l =M5t= I0olE 344 2HE 28t SMS 288 Sofl A0lA X AR[5]2 S URLS

. ol
= ARUA = ABAE(Attention—based Aspect CHo ==& ¥ JIRFAEZ Google ZAH A2 501 ZHIC D}
Extraction)E Soll 482 =&2=ZM ADlA EX HLWoH SERO2 AE5IH A0lAl EX @E S REFUCE.

DS BAAIS AS SHOR B AIRSO| ADIAS

Siote OlRs AN 2 IED 12 SAGIC, T8 E7 3 B3 WY

NE SOl K82 NMDIY HEZ ST FAH NS

S5 BCL OB PISHA ADI& S0l HISHA Z2AS 2 6= AN 2O 5 242 s 20140

Zoi2o5|s 20| BRI Metl 2 =20 S S8 F2 SIS 24 808 =80 A0Y 2X 2

=52 0128 FYS MO HOGA WEBOl 52 SIOR BBSIS IS MO ABAE 2ge 3

A0l RHE TEEIK B, SX UKL, =4 A, B L FHOZ LR
RUCH

2. g4 2 gHeY SAtb=E 2 SOE Word2Vec
Skip-gram YAIE Sl e = dTH@ HEIR BT O/

Jain, A K. & Gueta B. B.= S0IS SM% 52 exmoiM Biists S0ISS (1) Sag SHA HHEC.
JIRes 208 BA 28 2728 AL HSUS. yue a9 HeA (92 S6 Atention IEX o
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& 1. An Example of ABAE Structure(He et al., 2017)
4. A8 4 % 20
4.1 ABAE ItetOled & &

H 1. ABAE Model Hyperparameters

Hyperparameters Value
K 15
Regularization(i) 1.0
Number of epochs 200
Optimizer Adam
learning rate 0.01

ABAE Z2E0AM AtESE HOI20IEE HE1D 21, 23
H=(negative sample) 5IHE AF23MLCY.

4.2 &S HIOIE & ®X2l (Preprocessing)

AlE M0l [6]lE 90 22X HI0IEHZ 2AZUHULCH &
22X M= 5574012 LBt 2= 482701, A0lA EXt=
747I40|CF.

ABAE 222 Z2, AO0A HE HHE F==0t)| <ok
A0la 22X HIOIEHEtE AHZRUCH A0l 22Xt 218
Rdot= ZE0l WU === Hest 2014 =Xt
B53IME 25 AMEJCH HMFHS, URLS 2K U0
Hd HEAZS Soll MAMCH S A2 22X 0l6He!
Word Tokenizer2 &332

_— =

NLTKE AtSsctH Z0i
EZUHE MARL =8 JI5, ADAY & Jis= A0
X 220N EE2 D0 MAULCH

A0l X 229 ZF, Al Oolig Aol S==s
ZHE2 HMAGH Z 517108 OIOIHE ALSRUCH Ml
Clolel = €8t 2Xs 45180, A01a 2X= 6537
T UCH A0l X ZE2 ABAE 221 RAIG
dxclE AT

=

4.3 £3 (Feature)

4.3.1. 8gHS

F = (LA el Jd e = 24, 0: 223X}
4.3.2. URL EN |2

F={1: &2 W URL %3, 0: 3 X
4.3.3. X 20|

F,={1:200 2 =3}, 0: 2007} ©]3h
4.3.4. = I (+, %,—, /")

F={1: & 715 23, 0: 23X}
4.3.5. A0|A AR DS

($, dollar, W, £, pound, money)

F={1: 204 A 715 2% 00 25X}
4.3.6. =M

F, = (Ladl 4 & 23,

-

e
ol

£ x)

4.4. ABAE 222 2H FE& =IO

KE SItADINH dg Zit £4 Bt e H2
ZUE HEC 012 Sofl KE 1562 I 2004
A2 Ol4XIE Nt Bz =Hoiw== 10.5404 0122
DA RAE 2 So & 10012 =4 S0 E
=0

? HEE HA L2 54 S0HE Solk Hd= 33,
&1, 5, dAL HECZ EFIUOL H2= 11 200ICH



H 2. ABAE 21t

=49 =5 20
(X;fgci;j (Aspeﬁcto K:ywords>
23 top, gift, claim, text, welcome, chat, week, txt, info, hear
21 mobile, year, send, unsub, girl, top, contact, service, msg, dont
20 min, txt, pls, text, digital, top, box, dvd, claim, first
23S |hear, mob, collection, text, cost, gift, box, top, show, del
S summer, pobox, box, rply, txt, girl, message, time, award, dvd
o~ |award, hear, win, network, welcome, important, club, babe, end,
= |box
== top, text, like, box, award, welcome, txt, important, summer, double
20 part, help, info, digital, please, pobox, want, real, access,
important
20 like, top, claim, contact, girl, mobile, may, first, love, time
$Z |want, win, top, text, call, time, babe, week, send, cost
oret real, girl, next, help, voucher, redeem, text, first, top, mobile
21 tone, important, access, mob, txt, half, flirt, real, click, babe
AL msg, like, txt, pls, top, contact, send, buy, text, discount
20 chat, landline, half, top, send, msg, network, welcome, del, news
B pobox, first, help, text, private, girl, choose, please, gift, network

>

5AI;

1

ni;

0

H 3. ABAES St 2€ 21t

Random . Neural Decisio
Imi
model Bl Forest Logistic Network N Tree SVM
ABAE 0.952 0.951 0.924 0.950 0.963

Precision | Non ABAE | 0,966 0,968 0.939 0.966 0.968

P-value 0.002 0.002 0.006 0.002 0.002

ABAE 0.832 0.843 0.856 0.847 0.859

Recall Non ABAE | 0.700 0.700 0.684 0.700 0.699

P-value 0.002 0.002 0.002 0.002 0.002

ABAE 0.888 0.893 0.879 0.894 0.908

F1-Score | Non ABAE |  0.810 0.811 0.775 0.810 0.810
P-value 0.002 0.002 0.002 0.002 0.002
ABAE 0.982 0.982 0.949 0.961 0.949

AUC Non ABAE | 0.918 0.917 0.917 0.918 0.915

P-value 0.002 0.002 0.002 0.002 0.002

ABAE 0.876 0.881 0.890 Q.882 0.808

MCC Non ABAE | 0.801 0.803 0.801 0.801 0.802

P-value 0.002 0.002 0.002 0.002 0.002

39 P& REZ  Random Forest, Logistic
Regression, Neural Network, Decision Tree,
SVM(Support Vector Machine)& A2 A%t 22
ZUE HUCH HE32 10-fold-cross-validation2 10H
KISt Z0te| e gtOICH 2 "ot NI Z0tCH OtE =48t
2 2SS X 2IoHACH E£8 28 XIEOICH ABAE JIEH A0] A
EX 22 Non-ABAE 2JI8t 220l CHaH Wilcoxon
Signed-Rank TestS ol p-value (0.05)2 LIEFRHCE
IHE 238t ZUE0H Ul SHELZ ®20|st XO0IE

20l 3% &€=

H30WAM ABAEE At
LTI LOtNCH ©
F1-Score, AUC, MCC
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